The IEC 61850 standard stipulates the Substation Configuration Description Language (SCL) file as a means to define the substation equipment, IED function and also the communication mechanism for the substation area network. The SCL is an eXtensible Markup Language (XML) based file which helps to describe the configuration of the substation Intelligent Electronic Devices (IED) including their associated functions. The SCL file is also configured to contain all IED capabilities including data model which is structured into objects for easy descriptive modeling. The effective functioning of this SCL file relies on appropriate validation techniques which check the data model for errors due to non-conformity to the IEC 61850 standard. In this research, we extend the conventional SCL validation algorithm to develop a more advanced validator which can validate the standard data model using the Unified Modeling Language (UML). By using the Rule-based SCL validation tool, we implement validation test cases for a more comprehensive understanding of the various validation functionalities. It can be observed from the algorithm and the various implemented test cases that the proposed validation tool can improve SCL information validation and also help automation engineers to comprehend the IEC 61850 substation system architecture.
Since the advent of Smart Grid technology, we have created a common standard through international standardization rather than the manufacturer-dependent technology, leading to the establishment of a system-oriented technology environment. In particular, the IEC 61850 international standard proposes communication network and data standardization for the automation of power system [2] [3] [4] [5] . In IEC 61850 Edition 1.0, standardization was limited to the substations domain while IEC 61850 Edition 2.0 extends the automation to all areas of power system [6] .
In order to standardize the substation data model, the devices operating in the power system are identified and their related data is classified into the property class [7] . For example, in the substation domain, a circuit breaker is used to quickly disconnect a fault section in the event of a fault in a system. The breaker is classified as Logical Node by XCBR and the data model name is specified. The detailed attributes are classified into Data Objects and Data Attributes, and data names are assigned. In this way, data model standardization work was carried out and a large amount of data was processed in a text-based table format.
However, the use of text-based tables has not been able to prevent duplication causing inconsistencies in the standardization of large amounts of data. Especially as the application domain of power system is expanded. When the IEC 61850 Edition 2.0 document was developed, the number of Logical Nodes defined in IEC 61850 Edition 1.0 has increased rapidly from 90 to 300 (over 200%).
To address this challenge, the IEC 61850 International Standardization Work Group, standardized the data models using UML (Unified Modeling Language) to improve upon the manual text-based table formatting of the standard data model [8] .
The UML model supports XML Metadata Interchange (XMI) for the interchange of UML metadata between systems. In this paper, we propose a technique for verifying standard data compliance for arbitrary IEC 61850 based devices using UML and XMI. Current SCL validators require manual update of the data model from an external database in order to maintain up-to-date validation functionality. Our proposed tool uses the UML model which can update it data model automatically in order to implement data consistency checks on the SCL file. Also it used the rule-based validation which would help the test engineer understand the cause of an error and how to resolve it. This paper is structured as follows; Section I reviews basic IEC 61850 concepts including the importance of the standard while Section II discusses the overview of both the SCL engineering in digital substation and also the IEC 61850 data modelling approach checking mechanism in section IV. The advantages of the proposed validation are also discussed in Section IV and in Section V we present the conclusion.
Literature Review
Various researches have been conducted on substation configuration and SCL since the conception of Substation Automation (SA) System. Most existing research focuses on the design of vendor independent configuration tool for SCL including [9] and [10] . Research in [9] studied the use of the SCL in describing IEC 61850 models. The paper investigated the application of SCL in the description of substation domain objects and models. The authors also studied on the differences and similarities between the various SCL files and also constraints in practical application of the SCL in a digital substation. Research in [10] implemented a visual designer to facilitate the engineering of SCL files without the need for knowing the details of the underlying XML syntax. The researchers developed a graphic model approach using the UML model to make it simple for engineers to configure the SCL file. Research work by [11] also focused on the development of fully graphical XML-based SCL configurator by taking SCL object model, visual representation of substation elements into consideration.
Their work proved the possibility of integrating the XML-based Scalable Vector Graphics (SVG) into SCL visual representation. The work in [12] focused on the use of SQL server to design and implement an SCL configurator. The basic idea is the transformation of data into XML format using a relative method.
A comparative approach for the differentiation of smart substation SCL configuration files is presented in [13] . In addition, [14] researched the possibility of mapping SCL to ArchiMate for easy comprehension and to support easy integration with an IEC 61850 based SA System. ArchiMate is an open meta-modeling standard which supports stakeholders in understanding the integration of ICT systems to power transmission. An extension of the IEC 61850 SCL Configuration file to gateway is provided in [15] . The work in [16] presented a simplified beyond schema validation of the SCL file by introducing the machine based validation of notations, requirements and/or conventions. This work gives a good comprehensive approach towards understanding the need for validation and the basics of validation. With respect to SCL validators, there is the command line validation for XML based schema and XML based editors which supports schema validation. Some vendor specific tools exist too but are quite expensive and do not support some functionalities [17] . These functionalities include the lack of support for the UML model which ensures data consistency and also the use of the rule validation which makes error correction easier due to Smart Grid and Renewable Energy hyperlink between error type and line of SCL XML file where it occurred. These conventional SCL tools operate using the "black-box" concept whereby the user does not usually understand what the error means and how to correct it. Some tools are also integrated into manufacture-specific SCL configuration tools making it difficult to use without the right expertise. There is the need to implement manufacturer independent validator which verifies the SCL file beyond schema. Our previous work in [18] , gives an outlook on the concept of SCL validation and also the aspects to be validated. We presented a simple and comprehensive engineering tool design which would facilitate the development of an intelligent substation system via a thorough SCL verification process. This work is an extension of the work in [18] where we explore the architecture and implementation of the SCL data verification component of the tool.
IEC 61850 Metadata Architecture
Metadata refers to the used to describe another related data. The IEC 61850 standard utilizes the metamodeling approach to conceptualize the domain data type model which defines the semantics of all the data communicates in the substation. Thus the semantics of the data is modelled by metadata which are parts of the metamodel [19] . The IEC 61850 metamodeling which refers to the abstract description of data using data can be seen in Figure 1 . The metamodel abstracts the concept of Logical node and the data attributes which are not application-domain specific. The Domain Type Model abstracts data model defined for substation specific logical nodes and data attributes. The data instance model represents the instance of the domain data type used in the IED. The advantage of using the data metamodel is that it helps manage the large amount of power substation data and data integration [19] .
Hierarchical IEC 61850 Metadata Modeling Technique
The data model represents different aspects of the substation function including its associated data model and communication services which helps in the comprehension of the real-world inter-device interaction. The data model that is typically exchanged between multi-vendor devices is well defined in part 7 of the IEC 61850 standard [20] . The SA system produces large volumes of data in A group of LN (LLNO, LPHD, and XCBR) is used to build a logical device (LD) while a group of LD (ViPAM5000PRT, ViPAM5000MET and Vi-PAM5000CTL) is implemented as the physical device or the IED. The XCBR LN decomposes into various data objects including Mode (Mod), Beh (Behavior), NamePlt (Nameplate), Loc (local Control behavior), OpCnt (Operation Counter) and Pos (switch Position). The switch position "Pos" data object is also made up of groups of data attributes including control data attributes, substitution data attributes and others like configuration, description and extension data attributes. The "Pos" data object in Figure 2 , has about four (4) data attributes for XCBR LN. The data attribute "Pos.ctlval" is used for controllable informa-tion like setting circuit breaker "on" or "off" while "Pos.stVal" is used to communicate the condition (status). According to the standard, the condition of the circuit breaker can be "on", "off", "bad-state" and "intermediate-state". The "Pos.q" is used as an indication of the validity of the status value while "Pos.t" represents the time of the last change of the status value. The position switch (Pos) is a Double Point Controllable (DPC) Common Data Class (CDC).
Representation of IEC 61850 Metadata in the Standard
The hierarchical meta model architecture of the IEC 61850 data model is represented using tables in both edition 1 and 2 of the standard. An example of such metamodeling of substation circuit breaker data is shown in Figure 3 .
As can be observed from Figure 3 
Overview of SCL in IEC 61850 Digital Substation
In order to achieve the complete interoperability function among different IED manufacturers, there is the need to define a standardized method for data exchange and also standard exchangeable data objects. A common method to achieve this is by adopting the SCL [25] . The SCL uses the XML as a meta-language to describe the IED, the substation structure and its communication works and access points. Finally, the datatype template defines the instantiable logical node type, data object type, data attribute type and enumerate data type for each logical device associated [26] .
General Procedure for SCL Engineering
To make the content easier to understand and use, the IEC 61850 standard defines six (6) The ICD files are then generated by loading the IED capabilities from its associated Database into the manufacturer-specific IED Configurator. The SSD files and the ICD files are imported into the vendor-independent system configuration tool which generates the SCD file. After the generation of the SCD file, all
IEDs would be associated with specific field equipment and independent processes function. This implies all logical devices, logical nodes and data objects are bound to real-time processes and functions. Lastly, the CID files are created and imported to each IED from the vendor-specific IED configurator [25] . The complete engineering process for the various SCL files is shown in Figure 6. 
Importance of SCL in Digital Substation
The SCL file is a critical element in the complete life-cycle of an SA system including the design, commissioning, testing and evaluation etc. In order to implement a simple and easy technique for the exchange of data between engineering tools at various levels of the SA system, it is important to design a single file format for all devices. This is achieved using the SCL file as it can in its design process take into account the different and sometimes proprietary data definitions and data format. The SCL file contains the static description of an IED which is IEC 61850 compatible. It helps to describe the capabilities of the IED device. It can also serve as a means to document the complete system for easy Figure 6 . IEC 61850 SCL engineering process.
analysis especially during extensions and retrofitting. By developing a database library of substation configuration in the form of single line diagram, it is possible to easily adjust the substation system design to check for compatibility and performance measurement before actual implementation. The SCL file can be used to generate and analyze the semantic model of the IED under consideration with or without reference to manufacturers' documentation.
The SCL file can also be used to retrieve a section of the IED using the self-description capability of the IED for verification against the standard. It can serve as a means to create a virtual IED on a computer using the appropriate simulation tools. It can be used in conjunction with the appropriate simulation tools to test various communication scenarios and techniques which cannot be implemented physically due to the cost involved. IEDs are expected to communicate and work successfully in a plug and play fashion if their SCL files are successfully validated [27] . Therefore, there is the need to design an effective SCL validation tool which is the main focus of this research paper. The operational method of the SCL validator is illustrated in Figure 7 based on discussions in [16] . The comparative analyzer in simple terms compares the object model of the SCL file to the standard rules in IEC 61850.
The Concept of SCL Validation
Any inconsistency results in a failed output which would alert the engineer of a possible interoperability problem before the actual implementation and commissioning of the IEDs. This would prevent the future malfunctioning of the SA system.
Design Concept for IEC 61850 Data Model Validation

Conventional SCL Tool Design
The existing architecture for SCL validation tool is shown in Figure 8 types and data models due to the "flatness" of the database. Basically this approach is inefficient and there is a need to develop a new approach to validate the data model of the SCL file under test.
Proposed SCL Validation Tool Design
The algorithm of the proposed SCL validation tool which uses the UML database is as shown in Figure 9 . The UML model is imported into the validation system where it is converted to XMI and to the relational database for easy access. The guide DB is a database of all the pre-defined validation rules. The test engineer can select multiple rules for the validation. The validation engine is responsible for extracting the SCL data model, and ensuring a thorough check of the data using the validation rule based on the data extracted from the UML model by way of XMI database. In case an error is discovered during the validation, an error report is submitted to the test engineer for further evaluation and correction using the SCL edit engine.
UML Transformation to Database
The SCL validation system imports the XMI (XML Metadata Interchange) from the UML file (.eap) in order to generate the IEC 61850 data model database required for the SCL validation. The process is illustrated in Figure 10 .
This transformation from UML to XMI is enabled automatically by the software-based model UML driven compiler like the Sparx Enterprise architecture software. The UML model describes objects using classes, attributes, associations, actors, messages, packages, collaborations, states and other concepts standardized in the UML language while the XMI standard defines the algorithm for use in the generation of metamodel vocabulary using XML tags. This implies that the XMI uses XML classes, attributes and associations to define a complete XML vocabulary for UML. The XMI analysis tool is responsible for ensuring the syntactic completeness of the exported XMI file utilizing a fixed set of declaration used by all XMI documents. It also uses the standard IEC 61850 hierarchical data structure to extract the XMI database by grouping all data under specific
categories.
An example of the XMI database categorization is shown in Figure 11 . This is then exported to the SCL validator memory database where the data is stored using relational database architecture. Since the memory database is relational, it contains tables and columns for each XML-tag data which in this case represents the XMI database categorization shown in Figure 11 . The use of the UML model for IEC 61850 data modelling helps achieve data consistency through maintaining relationship between the various data types. This relationship, which is key to establishing data consistency, is also maintained through the use of the Figure 12 and Figure 13 we can observe the main difference between our proposed tool and conventional SCL validation tools respectively. For conventional tools, the database is manually generated from part 7 of the IEC 61850 standard making it too laborious and also prone to errors. Our proposed tool generates the data model database automatically and can be help automate the SCL validation process. This does not only minimize human-prone errors but also simplifies the use of the tool for substation automation or test engineers. Table 1 provides a list of the pre-defined validation rules utilized in the development of the proposed data model validator. These standardized rules are generated from the semantic requirements as specified in the UML data model. These rules are fixed and are ideally updated with each revision of the validation software. The main reason for adopting the rule-based approach is able to the test engineer utilizes the error message when debugging errors in the SCL file. The error message contains a summary which consists of an interactive hyperlink between the validation rule, the error type and the XML-based SCL line where the error occurred. This is in contrast to available validation tools which uses the "black-box method", essentially keeping all error related information 
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Test Case for UML-Based SCL File Validation
SCL Validation Test scenario
The scenario under consideration is to test for the implementation of the Logical node type element according to the IEC 61850-7 standard. The LNodeTypes are provided under the DataType template section of the SCL file. It describes the instantiation of a specific logical node. Thus, it contains information including the data objects (DO), the various data attributes (DA) and the configuration default parameters. The data object in an LNodeType becomes a Data Object Instance (DOI) in the corresponding logical node. As stated in Table 2 and in accordance with part 7 of the IEC 61850 standard the following are the attributes of the LNodeType element.
These attributes can be observed in the schema extract defined in part 6 of the IEC 61850, illustrated in Figure 15 .
To implement a tractable test case for the data model validation, the SCL file is edited as can be seen in Figure 16 .
The wrong Inclass (XCBR is witched for XSWI) and DOType descriptions are provided for the XCBR logical node case. Figure 17 presents the validation rules implemented to test the above-mentioned error scenario in the SCL file.
Test Results and SCL File Editing
The test results for the data model validation are displayed with the corresponding error guide as seen in Figure 18 . The error guide shows the XML line number where the error occurred. This makes debugging easy for the test engineer. A rule highlighted in red shows an error while that highlighted in yellow indicate a By selecting the error in the error log, the test engineer can edit the SCL file to achieve consistency with the standard. After editing the SCL file as shown in Figure 19 , it is recommended to run a new test to validate the changes and to establish that the SCL file under test has no errors which can affect communication in the practical substation scenario.
Merits of the Advanced SCL Validation Tool
There are several benefits of the above proposed SCL validation tool. In the first instance, the proposed data model validation of the SCL file can check the standard data model using the UML model. The standard data model is quite large and described using tables in several parts of the IEC 61850 standard. This 
Conclusions
In order to integrate multiple heterogeneous devices in a single communication Finally, although the use of the relational database model is quite flexible and it is capable of removing all redundancies and thereby ambiguities from the data stored, it has some strong drawbacks like its inability to support schema evolution and also some weakness as a result of mismatches between the object oriented and relational database world. We therefore hope to use non-relational database in the future in order to benefit fully from the UML Model.
In the future, it is expected that the SCL file would serve as the sole configuration file for all the various domain of the electrical power system including distribution automation, renewable energy, vehicle-to-grid etc. Therefore, to ensure interoperability in modern digital substation automation systems, our proposed SCL validator is required.
